
Kiberdrošība
Resursi RTU Zinātniskajā bibliotēkā



Kiberdrošība, kas pazīstama arī kā informācijas tehnoloģiju vai
datordrošība, ietver tādu pasākumu ieviešanu, kas palīdz
aizsargāt sistēmas un tīklus pret informācijas izpaušanu,
aparatūras, programmatūras vai elektronisko datu zādzībām vai
to bojājumiem, kā arī pret to nodrošināto pakalpojumu
traucējumiem vai izmaiņām. 

https://publications.europa.eu/

Cybersecurity is a set of processes, best practices, and
technology solutions that help protect your critical systems and
network from digital attacks. As data has proliferated and more
people work and connect from anywhere, bad actors have
responded by developing sophisticated methods for gaining
access to your resources and stealing data, sabotaging your
business, or extorting money. 

https://www.microsoft.com

https://publications.europa.eu/resource/cellar/a15bbec4-fb81-11ec-b94a-01aa75ed71a1.0013.02/DOC_1
https://www.microsoft.com/en-us/security/business/security-101/what-is-cybersecurity
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Grāmatas RTU ZB katalogā  

Pasūtiet grāmatas RTU ZB katalogā, ielogojieties PRIMO ar ORTUS paroli!

http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-001112087
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-001107995
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-001086162
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-001044043
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-001086711
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-001011230
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-001111244
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/e0kl0p/371KISC_AlephLNC04-001130548
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-000999469
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-000878856
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/e0kl0p/371KISC_AlephLNC04-000935427


Grāmatas RTU ZB katalogā  

Pasūtiet grāmatas RTU ZB katalogā, ielogojieties PRIMO ar ORTUS paroli!

http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-000991287
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/e0kl0p/371KISC_AlephLNC04-001044697
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-001100149
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/e0kl0p/371KISC_AlephLNC04-000947303
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-000999478
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-000894602
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-000914768
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-001036383
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-000872877
http://primolatvija.hosted.exlibrisgroup.com/permalink/f/1kvrd97/371KISC_AlephLNC04-000999529


Towards a Massive Open Online Course for Cybersecurity in Smart Grids - A Roadmap Strategy / B.Eltahawy, M.Valliou, J.Kamsamrong,
A.Romanovs, T.Vartiainen, M.Mekkanen // 2022 IEEE PES Innovative Smart Grid Technologies Conference Europe (ISGT-Europe 2022) :
Novi Sad, Serbia, 10-12 October 2022. - Piscataway, NJ : IEEE, 2022. - P.54-59.

Multi-Dimensional Cybersecurity Education Design:a Case Study / R.Pirta-Dreimane, A.Brilingaitė, E.Roponena, K.Parish // 2022 IEEE
International Conference on Dependable, Autonomic and Secure Computing, International Conference on Pervasive Intelligence and
Computing, International Conference on Cloud and Big Data Computing, International Conference on Cyber Science and Technology
Congress (DASC/PICom/CBDCom/CyberSciTech 2022) : Falerna, Italy, 12-15 September 2022. - Piscataway, NJ : IEEE, 2022. - P.619-626.

State of the Art in Cybersecurity and Smart Grid Education / A.Romanovs, J.Bikovska, J.Peksa, J.Strebko … [et al.] // IEEE EUROCON 2021 :
19th International Conference on Smart Technologies : Lviv, Ukraine, 6-8 July 2021 : Conference Proceedings. - Piscataway, NJ : IEEE, 2021.
- P.571-576.

RTU zinātnieku raksti

Application of Intervention Mapping in Cybersecurity Education Design / R.Pirta-Dreimane, A.Brilingaitė, G.Majore … [et al.] // Frontiers in
Education. - Vol.74 (2022), Article number 998335.

Use Cases and Design of an Intelligent Intrusion Detection System / E.Roponena, J.Kampars, J.Grabis, G.Mosāns, A.Gailītis // Baltic
Journal of Modern Computing. - Vol.10, No.4 (2022), p.689-709.

Towards a Human-in-the-Loop Intelligent Intrusion Detection System / E.Roponena, J.Kampars, J.Grabis, A.Gailītis // Baltic-DB&IS-DC-
Forum 2022 [online] : Baltic DB&IS Doctoral Consortium and Forum 2022 : Joint Proceedings of Baltic DB&IS 2022 Doctoral Consortium
and Forum co-located with 15th International Baltic Conference on Digital Business and Intelligent Systems (Baltic DB&IS 2022) : Riga,
Latvia, July 3-6, 2022. Aachen : RWTH, 2022. - P.71-81.

Klikšķiniet uz raksta, lai lasītu pilntekstu!
Ielogojieties ar ORTUS paroli!

https://ieeexplore-ieee-org.resursi.rtu.lv/document/9960630
https://ieeexplore-ieee-org.resursi.rtu.lv/document/9960630
https://ieeexplore-ieee-org.resursi.rtu.lv/document/9960630
https://ieeexplore-ieee-org.resursi.rtu.lv/document/9960630
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https://ieeexplore-ieee-org.resursi.rtu.lv/document/9927931
https://ieeexplore-ieee-org.resursi.rtu.lv/document/9927931
https://ieeexplore-ieee-org.resursi.rtu.lv/document/9535627
https://ieeexplore-ieee-org.resursi.rtu.lv/document/9535627
https://ieeexplore-ieee-org.resursi.rtu.lv/document/9535627
https://ieeexplore-ieee-org.resursi.rtu.lv/document/9535627
https://www.frontiersin.org/articles/10.3389/feduc.2022.998335/full
https://www.frontiersin.org/articles/10.3389/feduc.2022.998335/full
https://www.frontiersin.org/articles/10.3389/feduc.2022.998335/full
https://www.bjmc.lu.lv/fileadmin/user_upload/lu_portal/projekti/bjmc/Contents/10_4_06_Roponena.pdf
https://www.bjmc.lu.lv/fileadmin/user_upload/lu_portal/projekti/bjmc/Contents/10_4_06_Roponena.pdf
https://www.bjmc.lu.lv/fileadmin/user_upload/lu_portal/projekti/bjmc/Contents/10_4_06_Roponena.pdf
https://ceur-ws.org/Vol-3158/paper8.pdf
https://ceur-ws.org/Vol-3158/paper8.pdf
https://ceur-ws.org/Vol-3158/paper8.pdf
https://ceur-ws.org/Vol-3158/paper8.pdf
https://ceur-ws.org/Vol-3158/paper8.pdf


A Literature Review of Machine Learning Techniques for Cybersecurity in Data Centers / E.Roponena, J.Kampars, A.Gailitis, J.Strods //
2021 62nd International Scientific Conference on Information Technology and Management Science of Riga Technical University (ITMS
2021) : Riga, Latvia, 14-15 October 2021. - Piscataway, NJ : IEEE, 2021. - P.90-95.

Modern Trends and Skill Gaps of Cyber Security in Smart Grid / B.Siemers, R.Pirta-Dreimane, J.Grabis, N.Kunicina … [et al.] // IEEE
EUROCON 2021 : 19th International Conference on Smart Technologies : Lviv, Ukraine, 6-8 July 2021 : Conference Proceedings. -
Piscataway, NJ : IEEE, 2021. - P.565-570.

Mouratidis, H., Zdravkovic, J., Stirna, J. Cyber Security Resilience in Business Informatics: An Exploratory Paper // Perspectives in
Business Informatics Research : 19th International Conference on Business Informatics Research, BIR 2020 : Vienna, Austria, September
21-23, 2020 : Proceedings. - Cham : Springer Nature Switzerland AG, 2020. - P.53-66.

RTU zinātnieku raksti

Skrodelis, H.K., Romanovs, A.  Cyber-Physical Risk Security Framework Development in Digital Supply Chains // 2021 62nd International
Scientific Conference on Information Technology and Management Science of Riga Technical University (ITMS 2021) : Riga, Latvia, 14-15
October 2021. - Piscataway, NJ : IEEE, 2021. - P.209-213.

Cybersecurity Curricula Recommendations Development for Technical Background and Engineering Skills in International Dimension /
N.Kunicina, A.Zabasta, O.Krumins, A.Romanovs, A.Patlins // 2020 IEEE 61st International Scientific Conference on Power and Electrical
Engineering of Riga Technical University (RTUCON 2020) : Riga, Latvia, 5-7 November 2020 : Conference Proceedings. - Piscataway, NJ :
IEEE, 2020. - P.77-82.

Klikšķiniet uz raksta, lai lasītu pilntekstu!
Ielogojieties ar ORTUS paroli!
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https://ieeexplore-ieee-org.resursi.rtu.lv/document/9316573
https://ieeexplore-ieee-org.resursi.rtu.lv/document/9316573
https://ieeexplore-ieee-org.resursi.rtu.lv/document/9316573


Klikšķiniet uz e-grāmatas, lai lasītu pilntekstu datubāzē!
Ielogojieties ar ORTUS paroli!

E-grāmatas

https://link-springer-com.resursi.rtu.lv/book/10.1007/978-3-319-97643-3
https://link-springer-com.resursi.rtu.lv/book/10.1007/978-1-4842-5952-8
https://link-springer-com.resursi.rtu.lv/book/10.1007/978-981-33-6858-3
https://link-springer-com.resursi.rtu.lv/book/10.1007/978-3-030-38181-3
https://link-springer-com.resursi.rtu.lv/book/10.1007/978-3-030-29053-5
https://link-springer-com.resursi.rtu.lv/book/10.1007/978-3-030-71381-2
https://link-springer-com.resursi.rtu.lv/book/10.1007/978-3-030-97299-8
https://link-springer-com.resursi.rtu.lv/book/10.1007/978-3-030-16837-7
https://link-springer-com.resursi.rtu.lv/book/10.1007/978-3-031-05752-6
https://link-springer-com.resursi.rtu.lv/book/10.1007/978-3-030-74896-8
https://link-springer-com.resursi.rtu.lv/book/10.1007/978-3-030-91293-2
https://link-springer-com.resursi.rtu.lv/book/10.1007/978-3-030-97087-1
https://link-springer-com.resursi.rtu.lv/book/10.1007/978-3-319-44257-0


E-grāmatas

Klikšķiniet uz e-grāmatas, lai lasītu pilntekstu datubāzē!
Ielogojieties ar ORTUS paroli!

https://ebookcentral-proquest-com.resursi.rtu.lv/lib/rtulv-ebooks/detail.action?docID=5747366&query=Cybersecurity
https://ebookcentral-proquest-com.resursi.rtu.lv/lib/rtulv-ebooks/detail.action?docID=5240456&query=Cybersecurity
https://ebookcentral-proquest-com.resursi.rtu.lv/lib/rtulv-ebooks/detail.action?docID=5813671&query=Cybersecurity
https://ebookcentral-proquest-com.resursi.rtu.lv/lib/rtulv-ebooks/detail.action?docID=6384365&query=Cybersecurity
https://ebookcentral-proquest-com.resursi.rtu.lv/lib/rtulv-ebooks/detail.action?docID=5781046&query=Cybersecurity
https://ebookcentral-proquest-com.resursi.rtu.lv/lib/rtulv-ebooks/detail.action?docID=6173684&query=Cybersecurity
https://ebookcentral-proquest-com.resursi.rtu.lv/lib/rtulv-ebooks/detail.action?docID=5342325&query=Cybersecurity
https://ebookcentral-proquest-com.resursi.rtu.lv/lib/rtulv-ebooks/detail.action?docID=6352009&query=Cybersecurity
https://ebookcentral-proquest-com.resursi.rtu.lv/lib/rtulv-ebooks/detail.action?docID=5847212&query=Cybersecurity
https://ebookcentral-proquest-com.resursi.rtu.lv/lib/rtulv-ebooks/detail.action?docID=5811334&query=Cybersecurity
https://ebookcentral-proquest-com.resursi.rtu.lv/lib/rtulv-ebooks/detail.action?docID=6840736&query=
https://ebookcentral-proquest-com.resursi.rtu.lv/lib/rtulv-ebooks/detail.action?docID=28983833&query=
https://ebookcentral-proquest-com.resursi.rtu.lv/lib/rtulv-ebooks/detail.action?docID=6705007&query=
https://ebookcentral-proquest-com.resursi.rtu.lv/lib/rtulv-ebooks/detail.action?docID=30251742&query=


E-grāmatas

Klikšķiniet uz e-grāmatas, lai lasītu pilntekstu datubāzē!
Ielogojieties ar ORTUS paroli!

https://search-ebscohost-com.resursi.rtu.lv/login.aspx?direct=true&db=e000xww&AN=2399513&site=ehost-live
https://search-ebscohost-com.resursi.rtu.lv/login.aspx?direct=true&db=e000xww&AN=2011624&site=ehost-live
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https://search-ebscohost-com.resursi.rtu.lv/login.aspx?direct=true&db=nlebk&AN=2463374&site=ehost-live
https://search-ebscohost-com.resursi.rtu.lv/login.aspx?direct=true&db=e000xww&AN=2014189&site=ehost-live
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https://search-ebscohost-com.resursi.rtu.lv/login.aspx?direct=true&db=e000xww&AN=2353839&site=ehost-live


E-grāmatas

Lai ielogotos O'Reilly mācību platformā:
1. Atvēriet platformu
https://www.oreilly.com/library-access/
2. Izvēlieties "Institution not listed?"
3. Ievadiet savu RTU e-pasta adresi

Pirms atvērt resursu, ielogojieties O'Reilly platformā ar RTU e-pasta adresi!

https://learning.oreilly.com/library/view/practical-industrial-cybersecurity/9781119883029/
https://learning.oreilly.com/library/view/cyber-security-and/9781119812494/
https://learning.oreilly.com/library/view/cybersecurity-for-dummies/9781119560326/
https://learning.oreilly.com/library/view/cyber-security-2nd/9781780175973/
https://learning.oreilly.com/library/view/cyber-physical-systems/9781119836193/
https://learning.oreilly.com/library/view/computer-science-security/9781786307552/
https://learning.oreilly.com/library/view/privacy-and-security/9781000542790/
https://learning.oreilly.com/library/view/ccna-cybersecurity-operations/9780135166253/
https://learning.oreilly.com/library/view/practical-cloud-security/9781098148164/
https://learning.oreilly.com/library/view/privacy-regulations-and/9781119658740/
https://learning.oreilly.com/library/view/cyber-security-and/9781119795636/
https://learning.oreilly.com/library/view/cybersecurity-career-master/9781801073561/


E-kursi
Pirms atvērt resursu, ielogojieties O'Reilly platformā ar RTU e-pasta adresi!

Lai ielogotos O'Reilly mācību platformā:
1. Atvēriet platformu
https://www.oreilly.com/library-access/
2. Izvēlieties "Institution not listed?"
3. Ievadiet savu RTU e-pasta adresi

https://learning.oreilly.com/videos/the-absolute-beginners/9781837630943/
https://learning.oreilly.com/videos/the-ciso-masterclass/9781805124023/
https://learning.oreilly.com/videos/writing-secure-code/9781803246123/
https://learning.oreilly.com/videos/cybersecurity-for-non-technical/9781484298725/
https://learning.oreilly.com/videos/risk-management-for/9781789531992/
https://learning.oreilly.com/videos/comptia-cybersecurity-analyst/9780137432110/
https://learning.oreilly.com/videos/hands-on-network-scanning/9781838981853/
https://learning.oreilly.com/videos/risk-management-for/9781837639878/
https://learning.oreilly.com/videos/cybersecurity-prevention-and/9780137929351/
https://learning.oreilly.com/videos/cyber-security-endpoint/9781788990981/


Audiogrāmatas
Pirms atvērt resursu, ielogojieties O'Reilly platformā ar RTU e-pasta adresi!

Lai ielogotos O'Reilly mācību platformā:
1. Atvēriet platformu
https://www.oreilly.com/library-access/
2. Izvēlieties "Institution not listed?"
3. Ievadiet savu RTU e-pasta adresi

https://learning.oreilly.com/videos/the-art-of/9781787784420/
https://learning.oreilly.com/videos/cyber-intelligence-driven/9781469082707/
https://learning.oreilly.com/videos/how-cyber-security/9781787783898/
https://learning.oreilly.com/videos/nist-cybersecurity-framework/9781787782396/
https://learning.oreilly.com/videos/practical-cybersecurity-architecture/9781801818339/
https://learning.oreilly.com/videos/a-leaders-guide/9781469076324/
https://learning.oreilly.com/videos/cybersecurity/9781469076447/
https://learning.oreilly.com/videos/the-cybersecurity-playbook/9781469074924/
https://learning.oreilly.com/videos/building-a-cyber/9781837637348/
https://learning.oreilly.com/videos/cybersecurity-leadership-demystified/9781804619827/


Videomateriāli
Pirms atvērt resursu, ielogojieties O'Reilly platformā ar RTU e-pasta adresi!

Lai ielogotos O'Reilly mācību platformā:
1. Atvēriet platformu
https://www.oreilly.com/library-access/
2. Izvēlieties "Institution not listed?"
3. Ievadiet savu RTU e-pasta adresi

https://learning.oreilly.com/videos/security-superstream-devsecops/0636920900030/
https://learning.oreilly.com/videos/security-principles-for/0636920338215/
https://learning.oreilly.com/videos/implementing-an-application/10000DIVC202310/
https://learning.oreilly.com/videos/guide-to-security/10000DIVC202319/
https://learning.oreilly.com/videos/infrastructure-ops/0636920625377/
https://learning.oreilly.com/videos/getting-started-with/9781491936528/
https://learning.oreilly.com/videos/spotlight-on-cloud/0636920371373/
https://learning.oreilly.com/videos/software-development-hour/0636920890232/
https://learning.oreilly.com/videos/the-future-of/9781491937198/


Klikšķiniet uz raksta, lai lasītu pilntekstu!
Ielogojieties ar ORTUS paroli!
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Interneta resursi
Kiberdrošība

Kiberdrošība: kā ES novērš kiberdraudus

Spēle pieaugušajiem – atrodi 10 atšķirības jeb kā atpazīt krāpnieciskus e-pastus

Kiberdrošība – kā šaha turnīrs. Kā uzvarēt un neiekrist slazdos

Kiberdrošība uzņēmumiem: noderīgi padomi un eksperta viedoklis

Latvijā dibina starptautiskās kiberdrošības iniciatīvas Women4Cyber pārstāvniecību

10 paņēmieni, ar kuriem ļaundari internetā var izkrāpt tavu naudu

Kiberdrošības pārvaldība

What is Cyber Security?
Know the Types of Cyber Threats
What is Cyber Security? Definition, Best Practices & Examples
What is Cyber Security and How does it Work?
Cybersecurity: Meaning, Types of Cyber Attacks, Common Targets
What is Cybersecurity and Why It is Important?

https://www.mod.gov.lv/lv/nozares-politika/kiberdrosiba
https://www.consilium.europa.eu/lv/policies/cybersecurity/
https://www.esidross.lv/2021/08/23/spele-pieaugusajiem-atrodi-10-atskiribas-jeb-ka-atpazit-krapnieciskus-e-pastus/
https://dzirkstele.lv/latvijas-zinas/kiberdrosiba-ka-saha-turnirs-ka-uzvaret-un-neiekrist-slazdos
https://www.em.gov.lv/lv/jaunums/kiberdrosiba-uznemumiem-noderigi-padomi-un-eksperta-viedoklis?utm_source=https%253A%252F%252Fwww.google.com%252F
https://kursors.lv/2023/04/28/latvija-dibina-starptautiskas-kiberdrosibas-iniciativas-women4cyber-parstavniecibu/
https://kursors.lv/2021/01/27/10-panemieni-ar-kuriem-laundari-interneta-var-izkrapt-tavu-naudu/
https://www.cert.gov.lv/uploads/pasakumi/2014-10-16_Sintija_Deruma.pdf
https://www.ready.gov/cybersecurity
https://www.mass.gov/info-details/know-the-types-of-cyber-threats
https://www.digitalguardian.com/blog/what-cyber-security
https://www.synopsys.com/glossary/what-is-cyber-security.html
https://www.investopedia.com/terms/c/cybersecurity.asp
https://www.simplilearn.com/tutorials/cyber-security-tutorial/what-is-cyber-security


Ilustrācijas

cottonbro studio:
https://www.pexels.com/photo/hand-putting-a-
usb-flash-drive-in-a-laptop-5474284/

https://pixabay.com/photos/cyber-security-
internet-network-4610993/

Rīgas Tehniskās universitātes Zinātniskā bibliotēka, 2023.

https://pixabay.com/photos/cyber-security-internet-network-4610993/
https://www.pexels.com/photo/hand-putting-a-usb-flash-drive-in-a-laptop-5474284/
https://www.pexels.com/photo/hand-putting-a-usb-flash-drive-in-a-laptop-5474284/
https://www.pexels.com/photo/hand-putting-a-usb-flash-drive-in-a-laptop-5474284/
https://pixabay.com/photos/cyber-security-internet-network-4610993/
https://pixabay.com/photos/cyber-security-internet-network-4610993/

