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Lekcijas saturs

> Kas ir «khakeri» un kads ir
vinu meérkis?

» Ka darbojas «hakeri» un
kads ir vinu darbibas algoritms

» Ka aizsargat savu IT
informaciju no «hakeriem»?



mg. sc. Ing. MartinsS Bonders

40. gadi

Rigas Tehniskas Universitates Informacijas Tehnologijas instituta
lektors kops 2004. gada

lkdiena ienem Chief information officer amatu programmaturas
izstrades uznemuma «Luxriot»

Specializacija — IT parvaldiba visos limenos, IT risinajumu arhitekts

Parzin |IT parvaldibu, Linux, Windows operéetajsistemu
administrésanu, virtualizaciju, makonskaitlosanu, timekla servisu
pakalpojumus, IT drosibas risinajumus un to aspektus

Pirmas un vienigas Latvijas Facebook un Linkedin datoru
administrésanas kopienas izveidotajs (200 specifiskas nozares
biedri)

Dzives moto: “pastaves, kas mainisies”, jo IT profesija jamdcds un
jamainas ir 24/365




Mans pirmais dators
~ 1992 gads.




Informacija

Paroles, piekluves  dati,  serveru
informacija, datu atraSanas Vvieta,
programmu versijas u.t.t.




Dati un attistibal

A 1GB hard drive from 1981, weighing
34kg, worth $81,000. Next to a 1GB SD
card from 2004, weighing 2g, worth $5

.......
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1956. gads. 5MB
cietais disks

2020. gads. 8388608 MB cietais
disks




Kas ir «hakeri»
un kads ir vinu
meérkis?

Definicija: Datoru izmantoSanas
entuziasts, kam sagada prieku izpetit
dazadas datoru sistemas un atrast
pieeju tajas uzglabatajai
informacijai.
(http://www.akadterm.lv/term.php?term=ur%C4%B7is
&list=ur%C4%B7is&lang=1LV) 1998.

Definicija: Urkis, datorlauzis jeb
hakeris (anglu: hacker) ir tehniski
izglitots datoru entuziasts. Hakerus
var iedalit divas kategorijas — urkos
un datorlauzos. Datorlauzi tapat
ka urki ir tehniski izglitoti, tacu
vini savas zinasanas izmanto,
lai nepilnvaroti pieklutu
aizsargatiem datiem, bet urkiem

sada nodarbe var but valasprieks.
(https://lv.wikipedia.org/wiki/Ur%C4%B7is)
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“Hakeris”!?

Kreditkartes dati, finanSu noziegumi

Serveru parnemsana

Serveru atteice
Lietotaja vardi + paroles
Kontroles parnemsana
Vandalisms

Spionaza



http://www.akadterm.lv/term.php?term=ur%C4%B7is&list=ur%C4%B7is&lang=LV
http://www.akadterm.lv/term.php?term=ur%C4%B7is&list=ur%C4%B7is&lang=LV

“Hakeris”?

Who was the first hacker in history?

John Draper, also known as Captain Crunch, is often
named as the first ever hacker. And rather than having
lots of high-tech hacking tools at his disposal, he
managed to do it all with a toy whistle from a cereal
packet. Here's how:

Back in the early 1970s, the largest computer network
accessible to the general public was the telephone
system. And at the time, telephones were managed by an
automated system that used specific analogue
frequencies to place calls. Draper managed to exploit this
using a toy whistle that came free in boxes of Cap'n
Crunch cereal (hence the nickname). He would use this to
make free long distance and international calls. This
technique was known as “Phreaking”.

.....

The first internet hacker

One of the first internet hackers, and
certainly the first to gain mainstream
media attention, was Robert Morris back
in 1989. His was the first “Denial of
service” attack in history and it was
caused by a worm Morris had developed
at Cornell University the year before.
According to Morris, he didn't intend to
cause any harm, but rather to highlight
security flaws. But unfortunately, due to
a fault in the code, the worm replicated
excessively, causing extensive damage
that lasted for days.

https://cybernews.com/security/brief-history-of-cybersecurity-and-hacking/



sekundi notiek

Katru
miljoniem meéginajumu

kompromitet, uzlauzt
vai ka citadi ierobezot
kada servisa darbibu.
80% no ST darba veic
«automatizeti
boti/roboti».

Kas notiek pasaule?

TieSsaistes informacija

. Fortinet Threat Map (fortiguard.com)

. Live Cyber Threat Map | Check Point

. Cisco Talos Intelligence Group -

Comprehensive Threat Intelligence

. Digital Attack Map

1. https://haveibeenpwned.com

2. Shodan Search Engine

3. Censys Search



https://haveibeenpwned.com/
https://www.shodan.io/
https://search.censys.io/
https://threatmap.fortiguard.com/
https://threatmap.checkpoint.com/
https://talosintelligence.com/
https://talosintelligence.com/
https://www.digitalattackmap.com/#anim=1&color=0&country=ALL&list=0&time=18763&view=map

Data Extract, Transform, And

Collection

This slide is 100%
editable. Adapt it to
your needs and
capture your
audience’s
attention

Hakera darbibas algortims

Load; Feature Selection;
And Generation

This shide is 100%
editable. Adapt it to
your needs and
capture your
audience’s
attention

Target
Acquisition

This slide is 100%
editable. Adapt it to
your needs and
caplure your
audience's
attention

Initial
Contact

This slide is 100%
editable. Adapt it to
your needs and
caplure your
audience's
attention

Attack

This shide is 100%
editable. Adapt it to
your needs and
capture your
audence’s
attention

Port Scanning Attack

Hacker Information System

A port scanner sends a request to connect to a port on a
computer and records one of three responses, translated below.

e What can | do for you?

The portis currently in use at this time.

Silence (no response).



WikiLeaks says CIA hacked
Samsung smart TVs

fShare ¥ Toodt | © Sumble Empd

30 Coemments
Last Updated Mar 8, 2017 11:12 AM EST

WikiLeaks says Samsung smart TVs were hacked to enable spying on consumers.

I & trove of documents released Tuesday, WikiLeaks included code that it says
shows the CIA worked with UK. intelligence officials to turn microphones in TVs
iito listening devices.

Samsung smart TVs have microphones so viewers can make voice commands,
such as requests for movie recommendations. The commands typically aren’t
transmitted outside the home unbess users activate the feature. If the TV is off,
there’s no listening being done.

But WikiLeaks claims that
documents it obtained show
that through a program
called Weeping Angel, the
target TV appears to be off
when it is actually on - and
listening,

WikiLeaks says the audio
goes to a covert CIA server
rather than a party
authorized by Samsung. In

Py woeo such cases, audio isn't
Wikil.eaks releases documents on CIA limited to TV commands but
hacking could include everyday
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Viss, kas ir pieslegts datortiklam, ir jaaizsarga. Visu,
kam ir IP adrese, var «uzlauzt».

Ubrukumu var veikt «visam»!
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Ka to var izdarit”!

CLIENT-SIDE ATTACKS

* Malware

* Man-in-the-browser

= Session hijacking

« Cross-site request forgery .

+ Cross-site scripting b : Government Layer Government Govt. Cyber Laws, Regulations, Policies, Frameworks, Agreements, etc.

Organization Layer Organization Org. Cyber Policies, Procedures, Information Sharing Agreements, etc

People - Supervisory Layer People Supervisory Temporal

Gowt.
Security

! Personnel
"‘;[Security
—— —

Persona Layer P User IDs, Emails, Phone Numbers i

Software Application Layer Software Application

/
WEB APPLICATIONATTACKS
= AP attacks

* Gfoss-site scripting Operating System Layer Operating System
»Jnjection

+/Cross-site request forgery

& b\
WEB APPLICATIO \ % ; :
! Man-in-W 7 : Ak o ity Machine Language Layer Machine Language
* Key dis oslye/

e Man-in-the-middle
. Eave,ﬁ\ir:f%};g = *Shedential theft INTERNET Data Format
* DNS cache, poisoning V. Crédgﬁﬁa; stuffing ) - : i ]
* DNS spoofinge—._ < ==X .Phishing Cyberspace

» DNS hijacking y . y \~*Certificate spoofing
* Protocol abuse \ »Prototol abuse
* Dictionary attacks “

Crown Jewels Analysis

. . . / , Logical Layer T (B e e
5 o / A ‘ (Communications Ports 4 | Transpon Mosteiost | Ths ubP
DDoS ATTACKS -, o k p T i
- SYN, UDP, and HTTP figods e T \ \ g And Protocols) +— — NI CWE | CVE :
+ SSL renegotiation i+ N3 , \ 3 Network - ikl , asainckadB ricusidEoiiiionntd) 1y By By -
£ DNS amplification ” :
* Heavy URL [ 3 s - i EWISN Layer | Layer ‘
J " : : = ol . ;A “ | 1 in "‘ : I X ‘ l‘ : ‘. .h- . i 'nfstr
e = ¥ ol e j Security
» . 7 Ve Physical Layer Hardware, Cables (fiber, copper, etc) i
. Physical
Geographic Layer 0 Geographic Geographic Location & Dependencies ‘ S security




Ka to var izdarit?!

Public | DMZ DMZ | Private
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ComMmmMmonN PORTS

20-21

GF-68

110
113
119
123z
135
A1ITF-13D
143
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ATT
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443
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S00
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Telnet
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WHICIS
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DHCP/BOOTP
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Gopher
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S Exc harnge
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Microsoft RIPC
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2002
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Hakerl
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TCP/UDP Port Numbers

RTSP
DHCPwE
Frmornilor

SMTP

FileMaker
Microsoft CCOM
Intermet Printing

MSDF (FIM )
LIDP {MPLS)
MS Exchange
IsCs

rSync

WMwrare Server

Microsoft RPC
Windows Messenger
SOCKES Prosy

D eny Fr

Messus
Dell OpenManage

Microsoft SOL
WIS

Cisco WIOP
LZTP

MS PPTP

CiscoW orkes 2000
MS Media Server
RaDius

Cisco HSRP
Cisco 5CCF
Cisco ACS
MNFS

ciPanel

5222-5223

E5346-6347

2745
2ZOET Syrmanlboc AW
F0DS0D Inloerbase DB
0TS
2124 HTTF Proxy
3127
3128 HTITF Proxy
F22TF CLEP

3260 iSCS5| Target
FI0DG MMyS00L

3389 Terminal Server
3689 ilunes

2690 Subwversion
ara24q

3AT7E4-3T78E5 Venlrilo

A4IIF MmOl

EE

4664 Google Deskbtop
46T 2
4899 Radmin
S000 LIFnF
S001 Shingbox
SO00L iport

S004-5005 RTF

5050 Yahoo! Messenoer

SO0 SIP

5150 ERICONI

5432 FoslgreSOL
S500 VHNC Server
5554

S5631-5632 poAnywhere

5800 VNC owver HTTP
59004+ “VMNC Server

SO00-6001 11

GlL1Z
Gl29 DameWare
G257

500 GameSpy Arcade

G566 SARNE
GBS5B8 Arnalogil

7648 7040 EUESEEMENNN ;-

ZOBE-Z0BT Kaspersky AW

D101L-2103F Bacula

nforméti!

Port

Request type

7

ECHO

20

FTP -- Data

21

packetlife

FTP -- Control

22

SSH Remote Login Protocol

s891-5901 [EERENETE) 3

Telnet

G970 Cuicklirme
F212 Ghostsurl 25

Simple Mail Transfer Protocol (SMTP)

2000 Intermet Radio

Time

BOB0 HTTP Proxy 53

Domain Name System (DNS)

2118 Privosy 69

Trivial File Transter Protocol (TFTP)

BZOO WHMwan: Sarve
BSDO Adobe ColdFus 9

Finger

o707 ESMSPESENN,
apes Bagle B

HTTP

9100 HF |etlXirect 110

POP3

Simple File Transfer Protocol (SFTP)

NetBIOS Name Service

2999 LUrchin

NetBIOS Datagram Service

10000 Webonin
1000 BackupExec 143

Interim Mail Access Protocol (IMAP)

SQL Server

SNMP

1011ZF-1LOLLE et 156
11371 OpenPGR

1zo3s-120z6 EEcenaErenm 161
12345

AIT20-1L3ITZL NetBackup 194

Internet Relay Chat (IRC)

ed—— [T

Lightweight Directory Access Protocol (LDAP)

19226 AdminSecura 443

HTTPS

19638 Ensan 445

Microsoft-DS

20000 Usarmin
25000 a4 58

Apple QuickTime

24800 Synorgy
27015 [EEEEE
27274 SuEE— 0

DHCP Client

2235 S

33434+ traceroute
Legend https://

I chat

- Encrypted
- Zamincg

port-num

DHCP Server



Botnets ir tikli, kas sastav no

talvadibas datorierp vai
"robotprogrammattras”. Sie datori ir
inficéeti ar launpratigu

programmattru, kas lauj tos
attalinati vadit. Dazi robottiklu tikli
sastav no simtiem tukstoSu vai pat
miljonu datoru.

" Botnet” Ideja

Q. .
o

BOTMASTER

i

VICTIM

i

VICTIM

i

VICTIM




TumsSs timeklis (Dark Net/Web) ir termins, kas
attiecas uz noteiktu timekla vietnu grupu, kas
atrodas Sifreta tikla telpa.

Gandriz visas Darknet vai Dark Web vietas slepj
Ipasnieka personas datus, izmantojot Tor SifréSanas
rikus. Dala énu interneta lietotgju ir militaras, valdibas
un tiesibaizsardzibas organizacijas. Vini izmanto
Darknet, lai saglabatu atraSsands vietas un
informacijas konfidencialitati.

Darknet ir arT populars zurnalistiem, emuaru autoriem,
aktivistiem un sabiedriskajiem darbiniekiem, Kkuri
baidas no politiskas vajasanas, bet vélas péc
sensacionalas politiskas izliko$anas. Enu internets ir
ipasi populars valstis ar totalitaru rezimu un stingru
cenzdru.

Darknet valuta nav dolars vai eiro. Ta ir Bitcoin!

Kur dzivo hakeri?

Peraten

SURFACE WEB

Open to everyaone EVERYDAY USERS

EVERYDAY DATA

DEEP WEB

Invitation only SEMI-BAD GUYS

ADVANCED USERS

DARKWEB

Purposely hidden & inaccessible
through standard browsers and

® THREAT ACTORS
methods ® NATION STATES
® BAD GUYS

https://us.norton.com/internets  https://vpnoverview.com/privacy/a
ecurity-how-to-how-can-i- nonymous-browsing/dark-web-

access-the-deep-web.html websites-worth-visiting/



Hakerl ir labi ekipéti!

Misdienas praktiski visi interneta lietotdji atstaj savas digitalas pédas vai nospiedumus. So nospiedumu
«pétniekiem» ir pieejami daudz riki, kuri automatizé datu savakSanu no viss dazadakajiem datu avotiem. Sakot ar
e-pastu un beidzot ar dzivesvietas adresi un ipaSuméa esoso kaku skirni.

Kali linux OS riks Maltego, ir viens no popularakajiem socialas inzenierijas rikiem, kur§ automatizéti var ievakt
informaciju par personas vai personas grupas datiem. Tas parada attiecibas/saistibu starp cilvékiem,
socialajiem tikliem, organizacijam, vietnem, domeéniem, DNS nosaukumiem, IP adreseém, saistibam,
dokumentiem, atteliem, failiem u.c. digitalajam pedam.

entlihuN L X ) Matago X, Grat &1
eningate - Y 3

Googies




Hakeri ir labi ekipé

Penetration Testing tools

There are various tools that an Ethical Hacker or Penetration Tester
could utilize to do the test. Some of the popular tools used in
penetration testing are

Nmap Metasploit Kali Linux

Ea o
e Meme
B o<« € Most Used Tools
mre, [} Cthes (@ Sprography
N Parer o ,r,r_,,,&, an Gatharin
= Programming
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Wireshark Netsparker Astra
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Sqglmap Burp Suite
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e Kali Linux b S _ Nessus w3af Acunetix
 Parrot Linux —

 OpenVAS
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Aircrack-ng Retina Hydra
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Hakerl ir labi ekipéti!

Top 17 OSINT tools to find anyone online — 2023

https://dorksearch.com/

intitle: "Admin Login”
https://www.yeahhub.com/top-8-basic-google-search-
dorks-live-examples/

https://usersearch.org/updates/2022/04/10/top-16-open-
source-intelligence-tools-ever-made-osint/

» ¢ DorkSearch.com https://www.malware-traffic-analysis.net/
=~ raster Google Dorking

o IEN
MALWARE-THAFFIC-ANAI;@\S.NET
S

[2013] - [2014] - [2015] - [20186] - [2017] - [2018] - [2019] - [2020] - [2021] - [2022] - [2023]

intitle: "“Admin Login™
» Return to main menu
« 2023-02-13 - IcedID (Bokbot) from fake Microsoft Teams page

- 2023-02-07 - OneNote file pushes unidentified malware
5 |'I - . s _ _ - « 2023-02-03 - DEV-0569: Google ad --> "FakeBat" Loader --> Redline Stealer & Gozi/ISFB
egrc FrebpulltT pulldaer 1ps SUDmML1T b lOg
- - 2023-01-31 - BB12 Qakbot (@bot) infection with Cobalt Strike and VNC traffic

« 2023-01-23 - Google Ad --> Fake AnyDesk page --> possible TA505 activity

» 2023-01-18 -- Google Ad --> Fake Libre Office page --> IcedID (Bokbot) --> Cobalt Strike
« 2023-01-16 -- IcedID (Bokbot) with Backconnect and VNC and Cobalt Strike

« 2023-01-16 - Google Ad --> Fake 7-Zip page --> Malicious .msi file

» 2023-01-12 - lcedID (Bokbot) infection with Cobalt Strike

« 2023-01-05 - Infection from AgentTesla variant, possibly OriginLogger

« 2023-01-03 and 01-04 - Astaroth (Guildma) malware infections

- 2023-01-03 - Google ad --> fake Notepad++ page --> Rhadamanthys Stealer

Copyright © 2023 | Malware-Traffic-Analysis.net


https://dorksearch.com/

Jautajumi?
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Piemeéera izmantotie
rki ir bezmaksas,
brivi pieejami timekli
un izmantojami tikai
un vienigi savas IT
infrastruktiiras

drosibai parbaudei
un uzlabosanai!

1. https://haveibeenpwned.com
2. Shodan Search Engine
3. Censys Search

Praktiskais piemers

Sos rikus ir aizliegts
Izmantot
launpratigiem
merkiem! Par so
ricibu draud

kriminalatbildiba.



https://haveibeenpwned.com/
https://www.shodan.io/
https://search.censys.io/
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Praktiskais piemers

+ Zenmap (o ]

Scan Tools Profile Help

Target: | 19216811-255 [+] profile | Intense scan -] Cancel T T T R e T TR
Command: | nmap -T4 -A -v192168.11-255 Security Assistant : Sun Dec 6 22:48:50 2015 UTC
[ Hosts. ” Services ] ‘ Nmap Output Ports/Hostsl Topology |Host Detmls| S:ansl Konfiguration Administration

0S5 4 Host -
A 19216811 . NVTs Filter 9
® 10216814  Action Total: 44735 == —
Filtered: 44735 & a--s
# 19216815 sort-reverse=created rows=10
-7 19216818 -
L 19216819 192,168.1.477 Interpolation Charts o]

1192168112

. 192.168.1.5 [ Layout v NVTs by severity (Total: 44735) ot NVTs by severity (Total: 44735)
< 192168132 :

- 192168135 Weighted B @ .ngh
11,000

L/ 1921681100 192.168.1.1 el [ Medium
B 1921681110 192.168,118 ; 9,000
A 1021681177 . ddress 8,000
[7] hostname 7,000}
p——y 6,000 -
© Zenmap éj 5.000 -
Scan Tools Profile Help 4,000 +
3,000
Target: |1921681.1-255 [~] Profile | ntense scan Cancel 2,000
1,000
Command: | nmap -T4 -A-v1921681.1-255 Intense scan 0 . . - - - - - -
2 3 4 5 6 7 8 8 10

| Low
Log
| N/A

Intense scan plus UDP NA 0 1
{iuttosts J[ serices | | Nmap Output Ports / Hosts | Topology | Host Del 1gese scom, i1 TP ports [
05 4 Host - nmap -T4 -A -v 192.168.1.1-255 Intense scan, no ping E| NVTs by CVSS Y.
A 19216811 Completed NSE at 13:37, 42.063 elapsed Pingscan A
W 19216814 Nmap scan report for 192.168.1.8 Table =
S Host is up (0.00031s latency). Quick scan 10 von 44735 (= B
W 19216815 Hot shown: 982 closed ports Quick scan plus
T [ ETRERTT e S L S T ) e S [ 4 7]
Filter Hosts| 135/tcp  open msrpc Microsof
[ 192168.19 139/tcp  open netbios-ssn Regular scan Fedora Update for mingw- Fedora Local Security Sun Nov Mon Nov $Revision: e o
aa5/tcp  open nethios-ssn libpng FEDORA-2015-8 Checks 202015 302015 2177¢  CVE2015:8126 O = 97%
192168.1.12 863/t open nttn [P S\owcomprehenslvascan
0 192168.1.32 |_bttp-methods: No Allow or Bublic header in OPTIONS response (status code 503) Fedora Update for mingw- Fedora Local Security SatNov  MonNov  $Revision: 55158126 TS 97%
5 192168135 |“http-title: Service Unavailable libpng FEDORA-2015-97 Checks 282015 302015 2177 $ O . 97%
3389/tcp open ms-term-serv? ; ey —
{7 192168.1.100 5357/tcp open http Microsoft HTTPAPI httpd 2.0.0 ;:g;r::gg:tse_;or Y Eii?::(as igea Secunitg ?;tz'\é?\; ;Iggz')\‘fsv g?s;'zon' L) T 97%
Ay 1921681110 |_http-methods: No Rllow or Public header in OFTIONS response
|_htep-title: Service Unavailable Fedora Update for python- Fedora Local Security Sat Nov Mon Nov $Revision: {0.C o
A 1921681177 49152/tcp open  msrpe Microsoft Windows REC pycurl FEDORA-2015-0 Checks 282015 302015 2177 § L) EEETCN 97%
49153/tcp open msIpPC Microsoft Windows RPC
49154/tcp open msrpc Microsoft Windows RPC Mageia Linux Local Check: Mageia Linux Local Fri Nov 27 Fri Nov 27 $Revision: % X — i
49155/tcp open msrpe Microsoft Windows RPC mgasa-2015-0455 Security Checks 2015 2015 2164 $ CVE 2157805 LJ e 97%
5 i Wind
:zi;i;tgi 3§: :.:gg ijg;g:zgt 1:12:112”5 gg Mageia Linux Local Check: Mageia Linux Local Fri Nov 27 Fri Nov 27 $Revision: CVE-2015-5312 CVE-2015-7497 CVE-2015-7498 CVE-2015-7499 CVE-2015-7500 O EECCEE 7%
MAC Address: 00:21:85:11:58:AF (Micro—star Tnt'l Co.} mgasa-2015-0457 Security Checks 2015 2015 2164 $ CVE-2015-8241 CVE-2015-8242 CVE-2015-8317
Device type: general purpose Mageia Linux Local Check: Mageia Linux Local Fri Nov 27 Fri Nov 27 $Revision: .
Bunning: Microsoft Windews 2002(Vistal? mgasa-2015-0459 Security Checks 2015 2015 2164 $ CVEZ0LE SR80 EVEEULE B ART dZ%
0S details: Microsoft Windows Server 2008 SP2, Microsoft Windows Vista SPO - SP2, Server 2008,
or Windows 7 Ultimate Oracle Linux Local Check: Oracle Linux Local Fri Nov 27 Fri Nov 27  $Revision: CVE-2015-5277 97%
Uptime quess: 39.706 days (since Sun Jul 10 20:41:13 2011) ELSA-2015-2172 Security Checks 2015 2015 2163 $
Metwork Dist :1h
szw:r: me;zem;:mcu;i Difficulty-262 (Good luck!) = Oracle Linux Local Check: Oracle Linux Local Fri Nov 27  Fri Nov 27 $Revision:  ~r 50155273 CVE-2015-5287 CVE-2015-5302 97%
IP ID Sequence Generation: Busy server or unknown class ELSA-2015-2505 Security Checks 2015 2015 2163 $
Service Infoi 0F: Windews Oracle Linux Local Check: Oracle Linux Local Fri Nov 27 FriNov 27 $Revision: CVE-2015-7199 CVE-2015-7200 CVE-2015-4513 CVE-2015-7189 CVE-2015-7193 7%
. ELSA-2015-2519 Security Checks 2015 2015 2163 $ CVE-2015-7197 CVE-2015-7198 — -
Host script results:
: | smbv2-enabled: Server supports SMBvZ protocol VAuf Selteninhalt anwenden v a
I smb-os-discovery: L
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Ka aizsargat savu IT «kopu»?

Ugunsmiiru (firewall) mérkis — aizsargat tiklu, kontroléjot datu plismu saskana ar noteikumiem. Ta ir droSibas sistéma, kas
paredz speciadli programméta datora/iekartas ievietoSanu starp organizacijas/majas lokalo datoru tiklu un Internetu.
Ugunsmiiris aizsargad So lokalo tiklu no nesankcionétas interneta tikla lietotaju piekluves un lokala tikla lietotajus no pieklGSanas
«launiem» resursiem.

Ir jaievéro Sadi nosacijumi:

% Visal datu plusmai, kas ienak lokala tikla, jaiet caur ugunsmuri;

* Visai datu plidsmai, kas iziet no lokala tikla, jaiet caur ugunsmdairi;

% Ugunsmdris nodroSina aizsardzibas nosacijumus un bloké tiem i :
L N N l l [ (
. v | L e ]
neatbilstoSus datus \ T
I : I Route m
< Ugunsmuris pats nepaklaujas uzlausanas méeginajumiem Internet e e i
Ugunsmura popularakas iespéjas: )
% Piekluves filtréSana neaizsargatiem servisiem; L

PC #3
s Aizsarga pret slégtas informacijas iegiSanu no aizsargata apakstikla, ka art viltus datu ievietoSanu Saja apakstikla ar
neaizsargatu servisu palidzibu;

% Piekl|uves tiesibu kontrole tikla mezgliem;

% Reglamentét kartibu kada iesp&jams iegut piekluvi tiklam;

% Pazinot par aizdomigam darbibam, méginajumiem zondét vai uzbrukt tikla mez_.



Medus pods (honeypot) izskatas ka ista datorsistéma ar
lietojumprogrammam un datiem, maldinot
kibernoziedzniekus, liekot domat, ka tas ir produkcijas
serveris/serviss.

Pieméram, medus pods varétu imitét uznémuma klientu
norékinu  sisttmu -  biezi  uzbrukuma = meérki
noziedzniekiem, kuri vélas atrast kreditkarSu numurus.
Péc hakeru iendkSanas vinus var izsekot un novertét
vinu uzvedibu, lai uzzinatu, ka realo tiklu padarit drosaku.
To uzraugu un analizé speciala programmattra. IR loti
svarigi pareizi un efektivi uzraudzit un parvaldit savu
<<Honeypot»

Honeypo! Alertﬁ

e @ -
\ xj Server ./wal ze

Server Sma rmesponse‘“

]
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Router Fireall Switch

I - I“
Emmmsc

: | Honeypot Monitor IDS
- Module Module Module |

Enterprise Local Area Network
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Satura piegades tikls (CDN) attiecas uz
geografiski sadalitu serveru grupu, kas
darbojas kopa, lai nodroSinatu atru un
drosu interneta satura piegadi.

CDN lauj atri parsatit datus, kas
nepiecieSami, lai ieladétu interneta vietnes
saturu, tostarp HTML lapas, javascript
failus, stila datus, attélus un videoklipus.
CDN pakalpojumu popularitate turpina
pieaugt un Sodien lielaka dala timekla
plismas tiek apkalpota izmantojot tuvako
CDN, ieskaitot plismu no tadam vietném
ka Facebook, Netflix un Amazon.

CDN tur keSatmina vietnes timekla datus
(vai nu iepriekS, vai péc sakotngja
pieprasijuma). Tada veida lietotajiem nav
jaiegust timekla saturs no izcelsmes
servera, jo tas var aiznemt laiku. CDN loti
palielina DDoS aizsardzibu, jo DDoS
droStbas pasakumi ir sarezgiti integréti
CDN pakalpojumos.
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Ka aizsargat savu IT «kopu»?

Gan HTTP, gan HTTPS serveri var darboties
pielagotos portos. HTTP (no H'ITPS)

Péc nokluséjuma HTTP izmanto 80 un HTTPS
Human readable data .

443 portu.
Timekla serveri var darboties 8080 porta,
atkariba no lietojumprogrammas, portus var brivi
izvéleties.

Server Client
Encrypted (HTTPs) vs not encrypted (HTTP) With HTTPs
Not encrypted packet SSL Encrypted packet “"{;{:ﬁ:ﬂ’c;""" - :
Readable by third party people Not readable by humans SILREY, | ooiss mminsmbmiin SSLKEY =

s g bGitYrSh74GtSZjd~8 Sesver Client
45678901234000 :

; h&iloLmD98D13z2Zsd
expiry date 12/25 VS X

5 uliMd775Ggd388&Sd

Con SR YAssaNs&#1kdSzSd
address 56 street & e Z




Ka aizsargat savu IT «kopu»?

% Papildus personas identifikacija ir vitals droSibas garants. Vienmer, ja iespéjams, izmantojam 2 faktoru
autentifikaciju!! Ja hakeris bds ieguvis jusu paroli, vinS «aplauzisies» nakamaja soli, kad bus jaievada SMS
no jasu mobila telefona.

“* Nekad nelietojiet visur vienadas paroles!! Ja hakeris ir uzzinajis paroli «<AAA» servisam, bet ka 2faktoru
autentifikacija ir jusu e-pasts ar tadu pasu paroli, tam nebus jégas. «Single-point-of-failure».

&

1. Magnétiska karte, USB u.c. fiziska iekarta
2. Parole (jebkura veida un iericé). Lielie, mazie burti, cipari, specialie simboli.
3. Multi-faktoru autentifikacija. Parasti parole + kods (sms, e-mail, lietojums, PIN, sejas atpaziSana u.t.t.)
4. Biometrijas dati
BIOMETRICS
‘ |lllll|
_ ®,0 PHYSIOLOGICAL BEHAVIORAL
E&: Face m—s Keystroke
Signature Face Recognition Fingerprint
HEFORIISION Recognition ,,,,, : @ Fingerprint """ » Signature
~~~~~ : an ® Voice
! Hand \‘)V
..... 0 Iris
DNA Matching Vein Patterns

: ice Re iti P G
Recognition Voice Recognition é DNA
3 —



Ka aizsargat savu IT «kopu»?

&

Internet VPN How a VPN Works

VPN

Internet

:.,!_:
Regional .

Office

2 A — ‘ : ‘ ’ . :
é Head-office
= :
m . User's Device VPN Client Inte;r:g\tliazr;wce VPN Server Internet

Regional "¢
Office %

R T R LT
\ Xz -
A A i1 N A%

6= U 6

L\ R —
| = =
= ®
A 5
' User’s Device lnteg:g\t’i%eerrwce Internet
Remote / roaming users

Virtualais privatais tikls (VPT) jeb VPN (anglu: virtual private network) ir visparéjs nosaukums
tehnologijam, kuras nodroSina vienu vai vairakus tikla savienojumus (virtualu tiklu) kada tikla vai vairaku

tiklu (pieméram, interneta) ietvaros. Lai nodroSinatu datu nepartversanu publiskajos tiklos, tiek
izmantota kriptografija.



https://lv.wikipedia.org/wiki/Ang%C4%BCu_valoda
https://lv.wikipedia.org/wiki/Datort%C4%ABkls
https://lv.wikipedia.org/wiki/Internets
https://lv.wikipedia.org/wiki/Kriptogr%C4%81fija
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&

» Ir noderigi parbaudit vai Jusu parole nav atrodama kada parolu datu bazé no kada iepriekS kompromitéta
servisa. https://haveibeenpwned.com/

> |k pa laikam ir noderigi parliecinaties, ka Jlisu uznémuma loT ierices nav ieklautas kada no uzlauzto ieriCu
saraksta. https://www.thingful.net/

> Regulari iepazities ar jaunakajiem drodibas riskiem. Sadu vietnu muasdienas ir lolti daudz.
https://www.bleepingcomputer.com/news/security/

» Visur lietot 2 faktoru autentifikaciju. https://www.pcmag.com/how-to/two-factor-authentication-who-has-it-and-
how-to-set-it-up

» Regulari veikt ielausanas (penetration test) visai uznémuma insfrastruktdrai

‘ @
Reporting

PENETRATION
TESTING PHASES

Exploitation
Reconnaissance
\H Vulnerability ¢ —

Analysis



https://haveibeenpwned.com/
https://www.thingful.net/
https://www.bleepingcomputer.com/news/security/
https://www.pcmag.com/how-to/two-factor-authentication-who-has-it-and-how-to-set-it-up
https://www.pcmag.com/how-to/two-factor-authentication-who-has-it-and-how-to-set-it-up
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Ka aizsargat savu IT «kopu»?

AN

AN NI NN N Y N N U NN

Install an anti-spyware package
Keep your OS, apps and browser up-to-date
Ignhore spam

Back up your computer

Shut it down

Use virtualization

Secure your network

Use encryption

Turn off Bluetooth

Don’t use unsecured public Wi-Fi
Get a security app

Switch off autocomplete

Clear your browsing history



Jautajumi?




Paldies un tiekamies RTU!

Martins Bonders
martins.bonders@rtu.lv
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